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5 Training Tactics for Achieving Behavior 
Change 
Imagine all your attorneys and staff in a single room, waiting for cybersecurity and privacy 

training to begin... 

You’ve called them together because you know the value training can bring. You’ve done the 

research and discovered that firms training their users in information security best practices 

spend 76% less on security incidents. That means that NOT training users in security awareness 

can amount to $521,000 in lost revenues on average. 1 

You also know the need for such training is not going away any time soon, as there is an ever-

increasing frequency and breath of data breaches across the globe.2 Last year alone, a quarter 

of all data breaches were caused by human error, with the average data breach cost topping 

out at $3.9 million. 3 

A recent survey found 55% of companies with security and privacy training suffered a data 

breach or security incident by malicious or negligent employees. 4 This same survey found that 

many respondents felt the training provided by their organization lacked the ability to effect 

real behavioral change – 43% said, for example, that they were offered just one basic course 

meant to apply to all employees. 

Long story short: If your training is ineffective, you won’t get the results you want. 

As you stand before your gathered employees, your mind starts to race. “Is what I’m about to 

present going to work? Is it going to be enough?” 

While firms of all types have been placing a greater focus on the human side of cybersecurity 

and data privacy over the last few years, not all training is created equal. Firms both large and 

small continue to struggle to implement effective awareness training programs that positively 

impact their users. But what makes effective training? 

Changing employee behavior is no easy task. Fortunately, there are some established ways to 

get a foothold. In this article, we’ll discuss 5 of the awareness training best practices we know 

lead to real behavior change: 

1. Getting users motivated 

2. Creating “Social Presence” to heighten engagement 

3. Providing interactive practice through all stages of training 

4. Using gamification to increase realism 

5. Managing training complexity 
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1. Get Users Motivated 

The most fundamental lesson from e-learning research is that “learning is learning” no matter 

the media.5 The first job for any kind of training is to get users motivated, to get them engaged. 

The most potent motivation comes from factors inside the learner or inherent in the task 

they’re engaged in. So-called intrinsically motivated learners are more likely to process 

information in effective ways and achieve at high levels. So, the first step in motivation is 

getting the learners’ attention. 

The short path to motivation runs through identification. In order to hold your learners’ 

interest, you need to establish how the course content is relevant to them and how paying 

attention pays off for them. You can do that by addressing the learner directly, or by presenting 

characters with which they can identify. 

Once you have their attention, you want to build their interest – especially by showing them 

that their actions at work have consequences, not only for the firm, but also for them 

personally. 

What can you do to incorporate these best practices into your own program? 

• Provide continuing legal education (CLE) credits to attorneys. 

• Focus on the financial and reputational impact of a breach to the firm. 

• Educate attorneys on the international/federal/state regulations regarding incident 

reporting and victim compensation. 

• Put your learners into educational scenarios with choices that would have significant 

personal consequences.6 

• Emphasize that skills learned can be applied at home and underscore the enormously 

disruptive impact that a personal breach would pose. 

2. Heighten Engagement by Creating “Social Presence” 

Motivation comes not only from the content you present, but also from the way you talk to 

learners. 

Using a “third-person” voice can be demotivating. Learners often experience the third-person 

objective voice as a disembodied voice, 7 leaving your learners less engaged and less likely to 

identify with the characters you present. 

Address your users directly. Write in a conversational tone and address the reader in second-

person (“You are our number one defense…”) to trigger ingrained, unconscious, social 

conventions that stir learners to invest attention. Essentially, learners react to the training as 

though it was a person talking to them who is expecting a response. The result: learners engage 

at a deeper level. 
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Then augment the social presence with the legal-specific characters and stories. Research 

shows that making the “author” visible through story and images adds additional cues that 

encourage the learner to deepen their engagement with the content. 

What can you do to incorporate these best practices into your own program? 

• Promote a collective “we are in this together” approach to your program. 

• Build and then promote strong firm leadership support for the program. 

• Publicly spotlight desired behavior, privately address dangerous behavior. 

• Tailor the program offering to your firm personas. 

3. Provide Practice Throughout the Stages of Training 

We all know that if we want users to recognize information, we need to show them examples. 

And the best way to learn a skill is to practice it, not just to read about it.8 We learn by doing, so 

it’s important that the exploration and practice be as true to reality as possible. 

If we want them to recognize a phishing email, for example, we put their learning to the test by 

having them identify good/bad sample messages. If we want them to tell the difference 

between sensitive and non-sensitive information, we ask them to separate the two into 

different folders. 

But there’s more to practice than that. 

In the past, many have viewed practice as an endpoint, the last step in a cascade that starts 

with an introduction and ends with a test. But research shows that practice can be impactful at 

different points. 

Sometimes practice makes sense as part of the initial learning, ideally when the content is 

simple. Introducing small challenges can combat “cognitive miserliness,” the tendency for our 

brains to conserve energy by attending less closely or falling back on trial-and-error to solve 

problems. 9 

Practice can work well even when it’s staged as a pre-test – a quiz that learners take before 

they’ve seen the content of the course. You might think it’s unfair or counterproductive to pre-

test. In fact, students get three benefits from practicing before being exposed to the content. 

1. We are notoriously poor (OK, terrible) at gauging our own ability. Graded practice 

before the lesson can alert us to holes in our learning so we pay attention when it 

makes sense. 

2. Pre-tests give us a chance to test out of sections so we can focus on those areas where 

we need more help. 

3. Pre-testing gives us a preview of the content and vocabulary in the lesson, so we can 

begin to build cognitive structures to fit the content into when we subsequently 

encounter it. 
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What can you do to incorporate these best practices into your own program? 

• Incorporate legal terminology and case studies into your program to “make it real.” 

• Start with simple scenarios, then progress to more challenging ones. 

• Allow learners to demonstrate mastery of program components with a pre-test. 

• Include skills practice throughout your program – within the e-learning, educational 

phishing campaigns, a Find-a-Phish button in Outlook. 

4. Heighten Realistic Practice with Relevant Gamification 

Industry analyst Technavio expects the game-based learning marketing to grow by almost $750 

million between 2018 and 2022.10 

Yet, gamification is a double-edged sword. Done well, it can make training much more inviting; 

done poorly, it can literally waste your project budget by teaching the wrong skills. 

The classic example is the rise and fall of the Oregon Trail,11 an educational game that featured 

pioneers moving their families out west. Instead of absorbing lessons about Westward 

Expansion, many students abandoned the instructional objectives, choosing to load up on 

virtual bullets to massacre buffalo. 

Good game design compresses realistic job problems into a short timeframe in a safe setting 

where learners can succeed and fail safely. Learning is reinforced when it becomes essential to 

progressing through the simulation. You can facilitate this by weaving legally-relevant 

instructional objectives into the flow of the simulation. 

Games and simulations are also more effective when they include explanations – a hint or 

feedback to learner responses – rather than a simple correct or incorrect. 

What can you do to incorporate these best practices into your own program? 

• Ask learners to extrapolate the results of their actions to the firm. 

• Require learners to demonstrate mastery in order to complete the exercise. 

• Provide clear, relevant guidance to users when they succeed and fail – in e-learning, in 

phishing campaigns, in their everyday actions. 

• Allow users to practice their skills in safe environments, such as Day in the Life scenario-

based games. 

5. Manage Complexity 

A current fad is to create “discovery” spaces that are rich in interactivities with little direction. 

But in practice, these complex environments are often inefficient and can cause overload. 
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The more effective practice is to sequence content by starting with a simple task that has a low 

level of challenge and in which only partial functionality is enabled. Then, progress to tasks that 

have more information and demand more skill or knowledge. 

And complexity isn’t just about the number of images on a page, but the detail in those images 

as well. 

Many subject matter experts believe that photorealistic images are more appropriate for 

“serious” content while hand-drawn or simplified images should be reserved for less important 

topics. In fact, highly realistic images and sounds are busy and distracting, particularly for 

novice learners. E-learning experts recommend minimizing realism that isn’t aligned with an 

instructional objective. 

In awareness training, poor design impacts the effectiveness of your program. It doesn’t matter 

how pretty your screens look if your employees aren’t engaged and taking your training to 

heart. Substance and appearance must walk hand-in-hand to effect real behavioral change. 

What can you do to incorporate these best practices into your own program? 

• Provide a support structure for your learners so they can get just-in-time support. 

• Build your program incrementally as your learners skill up. 

• Mix cinematic and artistic content into your offering – in the e-learning, the posters, the 

email. 

• Pair short, optional refresher topics with your mandatory content into a 12-month 

program. 

Conclusion 

As headlines continue to show us, the cybersecurity and data privacy threats to law firms are 

only increasing. While technical safeguards are important, these alone cannot take the place of 

expertly designed awareness programs designed to change employee behavior. Humans can be 

a weak link in a firm’s security or data privacy infrastructure, but they can, and should, be a 

strength. 

To give your humans the tools they need to keep your infrastructure and data safe, employee 

awareness training is needed. And what’s worth doing is worth doing well. In summary, here 

are the five key best practices that will help ensure your awareness program is the best it can 

be: 

1. Include relevant legal-specific training examples and language to motivate your learners. 

2. Address users directly to gain their attention and keep it. 

3. Provide multiple practice points throughout the stages of training to keep users 

engaged. 

4. Include varied modes of message delivery, such as gamified training content. 

5. Keep training design and flow in mind. 
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You can’t buy behavior change in a box. Achieving that elusive outcome in your firm will require 

an understanding of what has been proven to work and—equally important—what doesn’t 

work. 

But if you keep these five best practices in mind as you formulate your program and look at 

vendors, you’ll be well on your way to a security awareness program that sets your employees, 

and by extension your firm, on the path toward a risk-aware culture – what we at Capensys 

refer to as a culture of Security Warriors. 
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